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2 Secure OTP di 351

2.1 Secure OTP HfiA

Secure otp j&—F— U MEAES K tEAFitids (OTP NVM/one time program NVM), 4 DA N # 4
fiE:

L Wi e A 2k
2. frfifdn— (BB 0 GBRIAE) Bl 1, JoikiE

2.1.1  PyRgl 415 %145y

AL PR N TRER AL 32Kb Secure OTP =3[i], DA 32bits (4 Bytes) JiRfFEIT, #)fE 147, 32170
—~ segment (1Kb), &3t 32 4> segment.

2.1.2 4 block & Jf¢4 block

fififk F Secure OTP 43 i} block
1. OTP3 (%4 block), HEEFE44: world 151, TAZAED 4 /> segment (4Kb), segment id &
0~ 3.

2. OTP2 (JE44: block) , 44 world fldE%4: world ERFEV A, T/ HEE 28 /> segment
(28Kb), segment id S 0 ~ 27,

2.1.3 ZRGHY segment & H ) H e X segment

B block 43k

1. IC 7t segment, OTP3 Tt 2 4> segment (2Kb), segment id 2 2 11 3, OTP2 i 1
4~ segment (1Kb) ,segment id 24 0.

2. P EE X segment, OTP3 A 2 4> segment (2Kb), segment id 25 0 fil 1, OTP2 A 27
/™ segment (27Kb), segment id i 1 ~ 27,
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R IC HiH segment J& IC BN, BEEE T IC WAMEZE, NHEMEKE,
AESPEIC BBl R ThhE A .

2.2 Secure OTP u-boot A H#

u-boot FEHLPAT iy S #4E Secure OTP:

athena2# otp
otp - OTP sub-system

Usage:

otp version - otp version

otp otp2 r <segment> [line] - read otp2 segment[1727] line[0731], line is option

otp otp2 w <segment> [line] <Hex value/Hex string> - program otp2 segment[1727] line[0731], line_
—is option

otp otp2 lock <segment> - lock otp2 segment[1727], WARM: it can't unlock

otp otp2 isLocked <segment> - is otp2 segment[1727] Locked

otp otp3 r <segment> [line] - read otp3 segment[071] line[0731], line is option

otp otp3 w <segment> [line] <Hex value/Hex string> - program otp3 segment[071] line[0~31], line is._
—option

otp config r <area string> ... - read config

otp config w <area string> ... - program config

2.2.1 otp version

LR 3525 Secure OTP A,
[i5#:1 otp version

[(Z%]1 &t

(€217)|

athena2# otp version
version: 30d70003
athena2+#

2.2.2 otpotp2 r

[H#iiR] 528 Secure OTP OTP2 block.
[i%#:]1 otp otp2 r <segment> |line]
[Z%]
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segment segment id, range 1 7 27
line 15 (0 7 31), FIESAL, WRREA, W dump
A segment

[EF] 5250 OTP2 segment 1

athena2# otp otp2 r 1

00000000: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ......eveeeenenn
00000010: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ......evveueeeen
00000020: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .....ccc..e.....
00000030: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .....cc.........
00000040: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ....eevveeenenn
00000050: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .....eevvenenenn
00000060: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ......eeeeeeeen
00000070: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .....ccc.ee.....
athena2+#

2HL OTP2 segment 1 line 0

athena2# otp otp2 r 10
Read otp2 segment[0x1] addr[0x0000] : 0x00000000
athena2#

2.2.3 otpotp2 w

[#iA) 5 Secure OTP OTP2 block,

[i51:]1 otp otp2 w <segment> [line] <Hex value/Hex string>

(%]
SH AR i
segment segment id, range 1 7 27
line 175 (07 31), ANESH, MRKAN, WERS

# Hex string 5% segment

Hex value/Hex string B A line id, F5%5 A 16 $EHI5E (Hex value), 5
f1n: 0x12345678, 5 segment [H—1T; A% A line
id, FFHA 16 % A7 (Hex string) , fil4n:
1A2B3C4D5E6F7A8B, M4E—4TIFHAE segment

[2Ep11 R 0x12345678 B A OTP2 segment 1 line 0

athena2# otp otp2 w 1 0 0x12345678

athena2# otp otp2 r 10

Read otp2 segment[0x1] addr[0x0000] : 0x12345678
athena2#

5 OTP2 55/ segment
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athena2# otp otp2 w 1 1A2B3C4D5E6F7A8B

00000000: 1a 2b 3c 4d be 6f 7a 8b +<M~oz.
athena2# otp otp2 r 1

00000000: 1a 2b 3c 4d 5e 6f 7a 8b 00 00 00 00 00 00 00 00 .+<M~oz.........
00000010: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .....evvvenenenn
00000020: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .....eevveeeenn
00000030: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ......eeeeueeeen
00000040: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ......eeeeeeeeee
00000050: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ................
00000060: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ....eevvvenenenn
00000070: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .....eevveneeenn
athena2+#

2.2.4 otp otp2 lock

LHEEY 15 otp2 HY sement, % segment 2534 i, I FLIGHEML .
[i5#:1 otp otp2 lock <segment >

(241
SHEWR ik
segment segment id, range 1 = 27

[EBI1  8iE otp2 segment 1

athena2# otp otp2 lock 1
athena2#

2.2.5 otp otp2 isLocked

[#i&1  HIBr otp2 1 segment 2 HEPHE .
[i57:1 otp otp2 isLocked <segment>

[Z%]
SHAWR it
segment segment id, range 1 = 27

B FIWT otp2 segment 25 CGHIE

athena2# otp otp2 isLocked 1
segment 1 is locked

athena2# otp otp2 isLocked 2
segment 2 unLock

athena2#
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2.2.6 otpotpd r

[#AY #2HL Secure OTP OTP3 block,

[i5#:]1 otp otp3 _r <segment> [line]

(%]
SHAR ik
segment segment id, range 0 7 1
line 15 (0 7 31), FIESAL, WAREA, W dump
A~ segment

[ 5250 OTP3 segment 0

athena2# otp otp3 r 0

athena2+#

00000000: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ....eevvvvnnene
00000010: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ....evvvvvnnnnnn
00000020: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ....evvvvvnnnnnn
00000030: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ................
00000040: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .......ee.eeeee
00000050: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .....evvvvnneee
00000060: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .....evvvvnenene
00000070: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Q0 ................

2HL OTP3 segment 0 line 0

athena2# otp otp3 r 00

athena2#

Read otp3 segment[0x0] addr[0x0000] : 0x00000000

2.2.7 otp otp3 w

[#A] 5 Secure OTP OTP3

block,

[i5#:]1 otp otp3_w <segment> [line] <Hex value/Hex string>

(%]
SHAR ik
segment segment id, range 0 7 1
line 175 (07 31), A&, WRKMAN, WEAS

%] Hex string 5 E ™ segment

Hex value/Hex string

B A line, FHHA 16 JEHEIE (Hex value) ,
Bilhn: 0x12345678, 5 segment BJH:—747; KA
line, FFhiA 16 PEHEHEF4FH (Hex string) |
4N : 1A2B3C4AD5SE6FTASB, MEE—47 I 145 FA

segment

261 0x12345678 5 A OTP3 segment 0 line 0
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athena2# otp otp3 w 0 0 0x12345678

athena2# otp otp3 r 00

Read otp3 segment[0x0] addr[0x0000] : 0x12345678
athena2#

H OTP2 segment 0

athena2# otp otp3 w 0 1A2B3C4D5E6F7A8B

00000000: 1a 2b 3c 4d 5e 6f 7a 8b A+<M~oz.
athena2# otp otp3 r 0

00000000: la 2b 3c 4d 5e 6f 7a 8b 00 00 00 00 00 00 00 00 .+<M~oz.........
00000010: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 OO0 ................
00000020: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ................
00000030: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ................
00000040: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .....cc.........
00000050: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 .....cc.ev.....
00000060: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ......c.........
00000070: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ................
athena2+#

2.2.8 otp config r

[fiiik] 2 Secure OTP IC Fil i
[i5#:1 otp config r -
(%]

SH BN ik

MRIGIHEAF , SHA T E

D61 0 HASHO PUBLIC fi

athena2# otp config r HASHO PUBLIC

00000000: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Q0 ................
00000010: 00 00 00 00 00 00 0O 00 00 00 00 00 00 00 00 00 ................
athena2+#

$EHL secure boot il E

athena2# otp config r SECUREBOOT
secure boot is disable
athena2#
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2.2.9 otp config w

[#ii&] 5 Secure OTP IC Fi A E .
[i57:1 otp config w -

[Z%]

BHER e
- IR, BRARE

[2¢4i11 = HASHO PUBLIC ##

athena2# otp config w HASHO PUBLIC 1A2B3C4D5EGF7A8B
00000000: 1a 2b 3c 4d b5e 6f 7a 8b +<M~oz.
athena2#

FF & secure boot 4%

athena2# otp config w SECUREBOOT 1
athena2#

2.3 Secure OTP API %%

Secure OTP API {iiF MISC #id, 24LPAN API:
CVI_OTP2 Read: i#H OTP2 block,
CVI_ OTP2 Write: BA OTP2 block,
CVI _OTP3 Read: i OTP3 block.
CVI _OTP3 Write: 5 A OTP3 block,

2.3.1 CVI _OTP2 Read

(iR ]
#2HL OTP2 block,
[i54]

CVI S32 CVI OTP2 Read(CVI U32 segment, CVI U32 addr, CVI_U32 size, CVI_U32 *value);

(240

SE AR ik BN/
segment }57E segment id HIN

addr 7€ line id I\

size T8 (L 17), 1 47%F 4 Bytes )

value R ELE i




(CEYEEIED

EEE HHhik

— )

<0 BRI
5K

< Sk3CfF: evimisc.h
- FECF: libmisc.a
(]
Ji.
(20511
Z:2% cvi_sample otp.c .

2.3.2 CVI_OTPZ_Write

(A ]
5 A OTP2 block.
LEIE]

CVI S32 CVI OTP2 Write(CVI U32 segment, CVI U32 addr, CVI U32 size, CVI U32 *value);

(240

SHBWR it BN/
segment $57E segment id HIN
addr 57E line PN
size 1718 (2 17) |
value B AR LTIN
| GUAEIFTED |

BREE HiE

=0 3

<0 SH IR

[FK]

- L34 evi_misc.h
- FEC4: libmisc.a
[EE]
TGo

10
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(25611

2% cvi_sample otp.c .

2.3.3 CVI_OTP3_Read

[HiA]
#EHL OTP3 block,
[1E7]

CVI S32 CVI OTP3 Read(CVI U32 segment, CVI U32 addr, CVI U32 size, CVI U32 *value);

(241

SHBWR g BN /H
segment }57E segment id HIN
addr ¥EE line id N
size T8 (B 17), 1 17%T 4 Bytes i)
value PEHE AE i 4
(CEYEEIED

REE ik

— %

<0 PEHUR I

[FK]

e evimisc.h

FESC{4: libmisc.a
[EE]

oo
(246511

£:7% cvi_sample otp.c .

2.3.4 CVI_OTP3 Write

[#iR]
5 A OTP3 block,
| QER7S) |

CVI_S32 CVI_OTP3 Write(CVI_U32 segment, CVI U32 addr, CVI_U32 size, CVI_U32 *value);

11
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[Z#]

SHER B N T
segment }57E segment id PN
addr IETE line PN
size T8 (8 17) TN
value CYNOEEi LN
GEICIFIED |

IR [E{E ik

=0 D))

<0 SR

[55:K1

< Sk3CfF: cvi_misc.h
- JESC: libmisc.a
]
T
(25611
2% cvi_sample otp.c .

2.4 BiPM

FHRBIRZEAL . B a3

. CVI_OTP AREA E : X OTP X

- CVI_OTP SECUREBOOT E : & X Secureboot i &

2.4.1 CVI_OTP_AREA E

[i/iHH]
E X OTP XI5,
[E X1

typedef enum {
CVI_OTP_AREA HASHO PUBLIC =0,
CVI_OTP AREA LOADER EK,
CVI_OTP_ AREA LAST

} CVI_OTP_AREA_E;

12
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(511
B R AR it
CVI_OTP_AREA HASHO PUBLIC secureboot RSA /A% HASH fH KK
CVI_OTP_AREA LOADER_EK secureboot AES 4 [X i
CVI_OTP_AREA LAST ZEqhR R
QAR |
3&0
GiEPS ity g qu)

2.4.2 CVI_OTP_ SECUREBOOT E

QD |
7E X Secureboot [ir & 1
e X1

typedef enum {
CVI_OTP_SECUREBOOT DISABLE = 0,
CVI_OTP_SECUREBOOT SIGN,
CVI_OTP_ SECUREBOOT SIGN ENCRYPT,
} CVI_OTP SECUREBOOT E;

[ 5]

B R AR ik

CVI_OTP_ SECUREBOOT _ DISABLE disable secureboot
CVI_OTP_ SECUREBOOT SIGN enable secureboot 4545
CVI_OTP_ SECUREBOOT SIGN ENCRYPdhable secureboot 3625 Flfif %

(]
Toe
GEPSACIESItY g IR) |

2.5 ‘B2 B4 Secure OTP B ike

ER: Secure OTP BN EA 1 J5LEEE, GANHER

2.5.1 HHEBYINE

1t PC _EERHEYINE:

13
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# 2% AES i it 2% Bt 4
host$ xxd -p -c 256 loader ek.key
668f8b6655a89f7cb8eebcbd6f2c914e

# HBRSAL 4 Fr F sha256 {4

# AT F B A fipsign.py B, B A& 3T B0 B Fsha2b6(, T :

host$ ./fipsign.py ......

Host$ .......

Host$ INFO:root:KPUB
—HASH:978bc2031b9377dadb4c7c34467ee985806a63a3ac8ee293a3f0eddcd2b789d8
Host$ .......

KPUB_HASH: J5Taift) 5745 5# 2 fr s sha256 {H

252 HAEKY]

1. B A loader ek.key #F eFuse ) “hI88855H" Xk, R 16 N4, DA 16 HEAIFER
32 NMEF . AR AR s T R Rl Bk X 2P B .

u-boot# otp config w LOADER EK 668{8b6655a89f7cb8eebcbd6f2c914e

2. B AR Ards sha256 (A eFuse By “IRZFrs SHA256 57 X4, Fdih 32 44l
PA 16 FEA IR 64 AN

u-boot# otp config w HASHO PUBLICL.
978bc2031b9377dadb4c7c34467ee985806a63a3ac8ee293a3f0eddcd2b789d8

2.5.3 {lReR4 gl

1. enable IG5 AR

u-boot# otp config w SECUREBOOT 01

2. enable B2 FIfHZ AR

u-boot# otp config w SECUREBOOT 02

TR
L 4R E ARG ToiA AL T, ARETAITT 5 A B B A 10

2. iR % Ae)RaFHERM OTP B AEHEPA K fip.bin VUL, Bil4N: enable ff% AR5 752l
AEZAME MER) FIP.bin, H&4 1 FIP.bin LRSS

14
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